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The Challenge

What if you had a cell phone plan
that only allowed you to call other
customers of your carrier?

That’s the situation
for most healthcare
providers today,
when they join a
data sharing network.
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First eHealth large scale deployment: European Patient Smart Open Services

-~
Cb 2008 — 2014
€PS0S 36,5 Mio € spent

25 European countries

Creating a #DigitalSingl(;Market

The building blocks represent a massive investment since their creation by the Large Scale
Pilots. As their user base grows, the Commission is already working on their sustainability

beyond CEF.

| Roll-out [l Ecosystem |
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a Innovators Early Adopters Early Majority Late Majority Time

Source: Gerald Cultot, European Commission, Keynote speech at IHE World Summit 2016
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i Lesson nol: Interoperability needs
pecial attention and governance
FIF Conceptual Model
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e The'many dimensions of
Interoperability

interoperability
Legal & Regulatory Legal and regulatory constraints
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Information Exchange
Collaboration agreements

Policy

T

Care Process Collaborative care and workflow

processes
Information Pef/n/ng tstructure and coding of
| information

Tranport and Exchange services

Applications & Services A
Integration in healthcare systems

e — W

Security, Privacy, Governance

IT Infrastructure Generic Communication protocols

]

From Refined ehealth European Interoperability Framework
EU eHealth Network, 23/10/2015



e 24 |HE Profiles recognized

in eHealth
interoperability

under EU regulation 1025/2012

XCF
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Regional,
National,
Cross-border:
- Share

- Patient Id

- Imaging

- Summaries
- Lab

- Privacy

XCA
XCPD

XD LAB BPPC

Regional, National, Hospital
Patient Id & Security ATNA

0
|

Hospital-HIS SVS

Hospital-Rad
Hospital-Lab LCSD

=
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Sl s Next Stop in a future not that far:

in eHealth

IHE

services | ineroperabiiity.— [nt@rconnected healthcare services networks
and devices for the benefit of the patient
. . eHealth
Devices Mobile Apps  Portals (Reg/Nat)  €Health Devices
(Patient Citizen Records (Care Delivery) (In Care
Managed) el — Delivery)
D\ —
Citizenh Records
Citizen Well-Bei 0
Remo onitoring
Medical Devices
Healthcare Records
Provider H <

mHealth, eHealth and Health/Medical Devices as components
of the connected health system
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HL7 FHIR based profiles of IHE: the future ahead

Mobile access to Health Documents (MHD) a profile on Document Reference and Document Manifest to provide a HTTP REST

and Mobile application friendly API for the use cases profiled in XDS, XDR, and XCA.
Patient Demographics Query for Mobile (PDQm) a profile of the FHIR Patient resource for simple lookup and reference.

Following the functionality requirements profiled in PDQ (HL7 v2), and PDQv3 (HL7 v3)
Patient Identifier Cross-reference for Mobile (PIXm) an operation profile for retrieving just cross-referenced identifiers for a

given patient
RESTful Query to ATNA a profile on Audit Event for query and reporting

Mobile Cross-Enterprise Document Data Element Extraction (mXDE) accesses data elements extracted from shared structured

documents
Mobile Alert Communication Management (mACM) a profile on Communication for alert notifications

Mobile Care Services Discovery (mCSD) provides a RESTful interface to discover Care Services: Organization, Location,
Practitioner, and Health Services

Mobile Cross-Enterprise Document Data Element Extraction (mXDE) accesses data elements extracted from shared structured
documents

Non-patient File Sharing (NPFSm) provides a RESTful interface enable sharing of non-patient files such as clinical workflow
definitions, domain policies, and stylesheets

Internet User Authorization (IUA) a profile of OAuth for use with HTTP REST access

Query for Existing Data for Mobile (mQED) queries for clinical data elements, including observations, allergy and intolerances,
conditions, diagnostic results, medications, immunizations, procedures, encounters and provenance

Mobile Retrieve Form for Data Capture (mRFD) describes the exchange of context data to allow a seamless form launch with
supporting clinical context

Dynamic Care Planing (DCP) Profile provides the structures and transactions for care planning, sharing Care Plans that meet the
needs of many, such as providers, patients and payers

Mobile Medication Administration (MMA) describes the requesting and registering of administration of medication in a mobile
setting (under development)

The Gemini Project JHE ::'t-

Enterprise
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IHE Services to the
Stakeholders community

1. Connectathons 2. Gazelle Test Bed

3. Training
and Projectathons and Tools

4. Virtual 5. Consulting / loP

6. Tailored Test

Connectathons Specifications
Tools

9. Conformity 8. Interoperability 7. Tailored Test
Assessment/Report Showcases

Plans

© IHE-Europe Copyright 10



Building trust
in eHealth

IHE

eHDSI Architecture is based on

[:' FM components

SERVICES | interoperability
IHE profiles
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_SJ\“’L Coordination de sous-

processus électroniques

API — web services

Portail

eHealth Belgique Platform:
11 common services to all regions

Gestion intégrée des
utilisateurs et des acces

== Gestion de loggings

Systeme de chiffrement

Lo}
end-to-end
|

o i eHealthBox

& Timestamping

o11dabc

0110/abc ¢ 4age et anonymization
)110=>abx

Consultation du Registre
national et des registres

BCSS

)
g=

Répertoire des références
(metahub)
|

) o
Gazelle Interoperability
¢ Lab(document validation)

© IHE Services all rights reserved




Veneto Region, Italy
the history of the projects

arsenal IT
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RENEWINGT’ :

HeALTH i 17 FG
1{1 | .S FASCICOLD SANITARID
2010 2013 ’f'}n ELETTRONICO REGIDNALE

2010-2012 2012-2014

2012-2016




APP FSEr

The possibility to manage your e-prescriptions I
on your own and with your GP [ o 3]

Valerio Barca
(o] Relele]

i

. ﬁ Archivio prescrizion
To give FSEr consent to your GP —
ﬁ archivio farmac
Dlgltal Identlty E calendario/posologia
—q miadic
To open your FSE o
ﬁ fRrmacs
First service of “Sanita KM 0” world to reset ;
gl et ke gl
distances from my GP and me
E scopr I"app

/
O
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Data Analytics based document
created and stored in the region

Erogazione dema Azienda Prescrittori interni dema

85.3% 87%

0 % ricette erogate dema 100 0 % medici 100

Ricette specialistiche prescritte dall'Azienda

Analisi per settimana dell'anno

e
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http://www.consorzioarsenal.it/it/group/fascicolo-sanitario-elettronico-regionale/cruscotto/ulss-7/dettaglio

Gazelle Usage by
Veneto Region, Italy ===

a sanita digitale

e Suitable tool for the certification process for systems involved in
the regional HIE

e Used in the context of ePrescription, eDispensation, Patient
management, laboratory Information system

e 67 systems with 118 users

ana Proxy Tool: Allows to

Name otfiche di Inizio & Fine Ricovero
1| presente documento ha | abietiivo principale di adempiere a quanto decretato dal
Ministero della Salute di concerto con il Ministero del Lavoro e delle Politche-Sociail e l

Description Ministero dell Economia e delle Einanse an § AR 48 anile 2143 modifis ! daceain 58 = =
e e enioPrescrione NOUTCheRovero2015 | ready 4| | connectathon 41 [ NoPeer +) false clecst mgiardelo  813/15857:46 AM - s 4 VI eW e I S O I I I e SS a ge S

Status Trial Implementation
NR_11 Ricovero non

Do et r st NotficheRicovero2015 | ready 4| | connectathon 4 PeerToPeer 4 false elecst mgirardelo  8/13/15.8:58:34 AM = 7 i . . .
gsﬂ}fmfg"se"sc NeGalo  NotiicheRicovero2015 | ready 4 | connectathon 3| [ PeerToPeer 4 faise elecst mgiardelo  8/1315958:50 AM B 7 ! p a S S I n g fro l I I t h e I n I t I a to r
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Back to integration profiles NR_14 - . s N
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Actors " Actor  Transaction pairs in this Integration Prc
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e Aamission/Discharge Netfer - AdMISSc - g 17 Rettfca Certfcalo NolficheRicovero2015 | ready 4| | connectathon 4| PeerToPeer &/ false elecs! mirardelo 81316 10:0352AM o / 4
In total. 29322 messages
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NR_23 Paziente STP NotificheRicovero2015  ready 4 | | connectathon 4 PeerToPeer 4 false elecst m.girardello 81315 10:02:25 AM - / 4
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Lesson no2: Interoperability Testing is key to
successful implementations and deployments

e-Health projects

Conformity

Assessment Projectathon

IHE
Connectathon Deployment

IHE
Interqp_erapility
~ GRZELLE

Product M | ¥ Conformity
_ Development Assessment

»
e,
.
@
e
=
s
N

IHE
Connectathon

Vendors
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Switzerland: first country ..o i
that will certify systems by
law until 2020

RS 816.111
Supplément 1 & I'annexe de Fordonnance du DFI du 22 mars 2017 sur le dossier électronique du
patient
ME(E (B ot (Ble Bl 1 {F (< L/ Lx QD (D1(DI
€& > C (O | & Secure | https//www.bag.admin.ch/bag/fr/home/service/gesetzgebung/gesetzgebung-mens Adaptations nationales des proﬂls d’intégration selon l'art. 5
i Apps EE Lycée Franco-Helléni B Welcome e-project & Alfresco » Login &%, Gazelle ¢ System Dashboard - Wi al. ‘]! let. b ODEP-DFI
¥  Le Conseil fédéral » DFI » OFSP i . .
National extensions to the IHE Technical Framework
c Schweizerische Eidgenossenschaft Office fédéral de la santé publique OFSP
Confédération suisse

Confederazione Svizzera
Confederaziun svizra

Actualités | Themes | Services | L'OFSP

Version 1: 22 mars 2017
- - - - Entrée en vigueur: 15 avril 2017

Office fédéral de la santé publique OFSP > Services > Législation > Législation Santé humaine > Légi:

b 1]

< tigiaton Législation Dossier électronique Contact
Législation Santé humaine d u patl € nt Office fédéral de la santé

publique OFSP

Législation Stupéfiants

La loi fédérale sur le dossier électronique du patient, en vigueur depuis le Division Stratégies de la santé
Législation sur le tabac 15 avril 2017, régle les conditions d'introduction et de diffusion du dossier Section projets d'innovation
électronique du patient. Cybersanté et registres des
Législation Dossier électronique du maladies
patient Le dossier électronique du patient vise a renforcer la qualité des soins CH - 3003 Berne
médicaux, a améliorer les processus thérapeutiques, a augmenter la sécurité
Législation Médicaments et des patients, & accroftre |'efficacité du systéme de santé et & promouvoir le Tél. +41584627417
dispositifs médicaux développement des compétences des patients en matiére de santé. = e-mail © IHE Services all rights reserved

12:04
g

05/07/2017



many specifications, and then?

interoperability in and between EHR-
communities secured via certification!

ISO based certification process by law
only certified EHR-communities are allowed to participate
certification of organization, processes and technology

technical certification done with certification platform
derived from reference platform (basis is IHE Europe CAS
environment)

live-testing via ‘Swiss EHR Projectathon’
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Swiss Electronic Patient Record (EPR)

Overview of IHE Integration Profiles, National Extensions and Mational Integration Profiles
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EPR Projectathon 2017

EPR Projectathon 2018: 22 Vendors 94 participants

© IHE Services all rights reserved

16 vendors

2 Federal Organisations

30 systems
75 participants
18 monitors

21



Lesson no3: Setting up the testing
continuum within a project/strategy is
important (Projectathons)

2.3 EPR_HPStoreDocuments

Vealth [ Secondary Systems Community Components
Patient Identifier Patient Identifier Authorization || | Authorization
Cross-reference Authentication Document Repository | X-Service Provider Document Registry | X-Service Provider Cross-reference Policy Repository | X-Service Provider Decision Decision
ealth Profussional L e21th Professional Portal | [xsemiceuser | Consumer Document Source I Provider Authorization Decision Consumer | X-Service User fi| X-As vider || | Authorization Decision Consumer | X-Service User Manger Authorization Decision Consumer | X-Service User Provider Provider
jalth Professional
Lo ! ' ! ! e ! 1 e 1 E
102) GUi for Authentication i i i i i i i H
HORL S e Aoty | : : ; | ; | i
103] CH:XUA Authenticate user ! ! ! ! ! ! ! H
1041 CH:XUA Authenticate user respofise (SAML 2.0 token retjmed to Partal (NameiD with GLNT) | ] | ;
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{06 9U4E MPI_A-PID from M#1 using local ID in portal | | | | ! H !
optional use of demogranhics uery (ITI-47] instead of local PAD.,_ | : : : ! ! !
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[11] CHXUA Get-XUser Assertions [EPR-SPID] | | | | ) f H
[12) CH:XUA Get-XUser Assertians Respanse [EPR-SPID] according ta CHEXUA | | :
131 3 i i g ] i 3 i
[14] provide and register dacument in repository grouped with xua | ! : i : : | H
H | [ For the X5 Register Doc I the EFR relies on the | T T T T H
: | e e A store in the patient Heaith ".._.u H | H i
; : Becisiogs € [ egiatry) MUST! i H : i :
i | an access decision for each Confidentiality Code, before .mv.amummu;wkuumm ' | ' |
i ! {as) [IT1411 Provide arkd RegisterDocumen Set-b Reques | IMPLA-PIDI : i | ' :
H i "= graudoed with (171-40] Providd X-User Atsertion [EPR- SO ! ' : : :
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: | : ‘grouped with with (ITIf 40] Provide X-User Assertion [EPR-SPID] / g ;
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I | | | un qmuped with with [Tl |o| Provide X-User Assertion \zm SPID] | |
H | H i [18] ADR Authorization Decision Response | ‘
i | : ! [ o0 (v i s o s i + :
' ! | | XADR Cross-Community Authorization Declsion Reque | !
: ! : : 139] 4rquped with with [IT1-40] Pravide X-User Assertion \zm sPD] ' i
: ; i i | [20] XADR Cross-Community Authorjzation Decision Response : !
! ! i 1211 [ITI-42] Register Dogument Set-b Response ' : '
i | ] e i ! ! !
: ' (22) [IT1-41) Provide §nd Registér Documep Set-b Response : ' : '
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Health Professional |[ ey professional Portal | | X-Service User I Patient Identifier || Document Source I User Document Repository | X-Service Provider Document Regisiry | X-Service Provider Patient Identifier Policy Repository | X-Service Provider Authorization || | Authorization
Crass-reference Authentication Authorization Decision Consumer | X-Service User Authorization Decision Consumer | X-Service User | | Cross-reference Authorization Decision Consumer | X-Service User Decision Decision
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CH-EPR end-to-end workflow testing
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Building trust

n ot © ELGA Austria: use of common data sets
and clinical document nationwide
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CDA: Standardisierung medizinischer Befunde W

B Anhebung der Qualitat der Befunde durch osterreichweite

Harmonisierung der Befundstruktur und -Codierung Common data sets
m Einheitliche Darstellung < I ! .
m Leichtere Lesbarkeit and termanIOgleS

m Erhéhung der Vollstindigkeit der Dokumentation

B Durch Einbettung von maschinenlesbarer Information wird eine
weitere Verarbeitung in ihren EDV-Systemen moglich — und das
ubergreifend uber Befunde verschiedener Organisationen

m Automatische Zusammenfassungen (z.B. Diagnosen mehrerer Befunde)

m Automatische Warnungen (z.B. Allergien, wichtige Diagnosen, H |—7 CDA
Medikamente) < I d t
= Erinnerungen ocuments

m Zeitreihendarstellung (z.B. Verlauf von Laborparametern)
m Intelligente Unterstiitzung (Unterstutzung von Klinischen Leitlinien)
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Building trust
in eHealth
interoperability

ELGA Austria: list of common document types

IHE

SERVICES

Entlassungsbrief | pimee= Facharzt-Befunde
e Arztlich Situationsbericht 2.B. Augenbefund®
— _/— ——
Pathologie- Patientenverfigung
Befund Vorsorgevollmacht
Laborbefund L e .
(& Mikrobiologie) ;..r..'.'.':.'.'.'.'.'.‘.'.'.‘:.'.:"i E
El. Labormeldung ! Weitere Befunde |1 |
(EMS) i nach Verordnung .;-"
"‘F--“-'.'.-“'-‘“
adiologiebefund e-Medikations-
(Bildgebende Diagn.) Dokumente
—_ ,_/————

www.gesundheit.gv.at
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Introduction to the eHealth Exchange

Rapidly growing network for securely sharing health information over the Internet

a Federal Govt @

States

Care
Facilities

Tech
Vendors

=

Payers Pharmacies

Shared Governance and Trust Agreement Common Standards, Specifications & Policies

séquoia

© 2015 The Sequoia Project. All Rights Reserved. ~=F= project



The eI?eallEIEXEange?P&ean%Jec% IS a group of federal agencies and non-

federal organizations that came together under a common mission and purpose
to improve patient care, streamline disability benefit claims, and improve public
health reporting through secure, trusted, and interoperable health information
exchange. ‘“C«:‘ 50,000 medical groups

All 50 states u

Four federal agencies S
(DoD, VA, CMS, SSA) 111

3,400+ dialysis centers

8,300 pharmacies
65% of U.S. hospitals

oA -~ Supporting more than
""" 288 s ,
-7~ 100 million patients
f 35% Growth in participation last year

46 Regional / State HIOs in production

the .
S _ Sequola
© 2015 The Sequoia Project. All Rights Reserved. >

=S project



Lesson no4: Building quality on

‘ ‘ exchanged information establishes trust

between stakeholders

[ NN « Tous x\<fp The Mo x | [ Externz x\<0 How To x\<x Uslngcx\(c) How To x\<]j Installir x | @ Des ph: x\<.', EFS -E x\<|j Service x\<D Sequokx\<|j Externa x | [} Externa x B e

C @ Secure  https://gazellecontent.sequoiaproject.org/EVSClient/detailedResult.seam?type=CDA&oid=1.3.6.1.4.1.12559.11.28.1472 aw Aol @ ¢
C int scoring scoring
This section of the gives you indications ing the constraints which have been applied on your document during the validation process. Because some constraints are used several times, the scorecard also shows you how many distinct constraints were executed.
q Summary
‘Summary of outcomes 574 44386
Overall conformity 574 44386
[+ ity of unique 5 796 2583
Types of constraints
Cardinaiity R context
Datatype - T Fixed volue 3 1309
Mandatory T, vocabulary
Not Defined

o the

Detail 1
Only the constraints which raised errors at least once are displayed below.

F|xe:;d\:’a‘I‘l.ll‘:)25 pI'Q] eCt

Mandatory
codal1468 (S R, ccdat1231 1
codatizs? O N cccai1250 w
Untyped constraints
rmim00a cdadtoi1
cdadt008 jo( 811 dtits007 520 79
About Contact us Issue Tracker Copyright 2017 IHE International Back to top English +

THEOPHILE.PDF M ¥ showAll | X
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v Overview of overall testing continuum

interoperability

Virtual Projectathons Virtual Projectathons
(Pre-production)

(Pre-production)

| l

] !
eHealth Projectathons eHealth Projectathons

Products

| |
e —

IHE

IHE Conformity
Assessment

Connectathons

Vendors Product
Internal Lab testing

]

© IHE Services all rights reserved
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European Connectathons

2001:
2002:
2003:
2004:
2005:
2006:
2007:
2008:
2009:
2010:
2011:
2012:
2013:
2014:
2013:
2016:
2017:
2018:

Building trust

“= Connectathons i

-

Europe

Charenton-le-pont Paris, France

Villejuif in Paris, France

Aachen, Germany

Padova, Italy 3

Noordwijkerhout, The Netherlands ®

Barcelona, Spain

Berlin, Germany

Oxford, UK

Vienna, Austria

Bordeaux, France

Pisa, ltaly

Bern, Switzerland :::

Istanbul, Turkey 000

Vienna, Austria zz: e
Luxembourg ::z : .®=
Bochum, Germany .:. @ 0000(
Venice, ltaly 000 :====
The Hague, The Netherlands ..3 .zg'
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IHE Conformity Assessment

* Test Report provided by a trusted neutral

organization (generally called testing laboratory)
that guarantees that the IHE profile

implementation in a commercial products is
positively tested against an IHE intl conformity
assessment scheme defined in term of 1ISO17025.

— Specific version of a specific product

— Requires vendor to pass connectathon for seeking
profile conformity assessment



Building trust

IHE " Conformity and eHealth Projects

SERVICES

IJ
Interoperability 0

Specifications Projectathon

Test Report
1S017025

Standards

Product

© IHE Services all rights reserved



Building trust
in eHealth

neoectiy. |HE Conformity Assessment Scheme

IHE

SERVICES

Intra
Hospital
& Point

of Care

& National
eHealth
- Platform
N\
]

National
Platform &

eHealth

7 Profiles offered for Conformity Assessment from May 2016

—

7~ \ cofrac  kereval HEALTH LAB
IHE

S
( TESTING
E ACCREDITATION N° 1.2347
\ EQQESSRMMEH KE E A SCOPE AVAILABLE ON
: ‘ WWW.COFRAC.FR
. / ESSAIS

s
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Some Lessons Learnt... more to come!

* Interoperabilityis a prerequisite to enable new added value
healthcare services through IT systems. Governance of
Interoperability is important

 Competence centers need to be appointed as the custodian of
interoperability, specification and testing

e Testing is paramount for the success of complex IT project and the
education of Stakeholder members. DO test events!

e Quality of information exchanged is of crucial important. DO
Validate the quality of input and output of information exchange
processes.

* Bringing together the stakeholders is a catalyst for success in a
consensus based approach DO involve stakeholder as early as
possible

* Certification of IT components in healthcare is the next step in an
organized healthcare information exchange world

 Technologies are evolving and new challenges are ahead in a
connect world. Standards and Integration Profiles provide a
solution




Thank you!

“‘ Alexander.berler@ihe-europe.net

Questions www.ihe-Europe.net

JHE

EUROPE

)
For Governments ~ ForUsers  For Vendors @, & in

Specifications  Testing Deployment Participate IHE in Europe  News

l |
.Lﬁ_zx

£
Ye
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IHE-Europe's mission: IHE-Europe engages clinicians, health authorities, industry, and
users to improve healthcare interoperability by...
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